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HISTORICAL DEVELOPMENTS OF MANET 
 
In early 1970s, the Mobile Ad hoc Network (MANET) was called packet radio network, which 

was sponsored by Defense Advanced Research Projects Agency (DARPA). They had a project 

named packet radio having several wireless terminals that could communication with each other 

on battlefields. “It is interesting to note that these early packet radio systems predict the Internet 

and indeed were part of the motivation of the original Internet Protocol suite” . The whole life 

cycle of Ad hoc networks could be categorized into the first, second, and the third generation Ad 

hoc networks systems. Present Ad hoc networks systems are considered the third generation . 

The first generation goes back to 1972. At the time, they were called PRNET (Packet Radio 

Networks). In conjunction with ALOHA (Arial Locations of Hazardous Atmospheres) and 

CSMA (Carrier Sense Medium Access), approaches for medium access control and a kind of 

distance-vector routing PRNET were used on a trial basis to provide different networking 

capabilities in a combat environment. The second generation of Ad hoc networks emerged in 

1980s, when the Ad hoc network systems were further enhanced and implemented as a part of 

the SURAN (Survivable Adaptive Radio Networks) program. This provided a packet-switched 

network to the mobile battlefield in an environment without infrastructure. This On-Demand 

Routing In Multi-Hop Wireless Mobile Ad hoc Networks Overview of Mobile Ad hoc Networks 

20 program proved to be beneficial in improving the radios' performance by making them 

smaller, cheaper, and resilient to electronic attacks. In the 1990s (Third generation), the concept 

of commercial Ad hoc networks arrived with notebook computers and other viable 

communication equipments. At the same time, the idea of a collection of mobile nodes was 

proposed at several researchers gatherings. The IEEE 802.11 subcommittee had adopted the term 

"Ad hoc networks" and the research community had started to look into the possibility of 

deploying Ad hoc networks in other areas of application 
 
BASIC CONCEPTS OF MOBILE AD HOC NETWORKS 
 
An Ad hoc network is a collection of mobile nodes, which forms a temporary network without 

the aid of centralized administration or standard support devices regularly available as 

conventional networks. These nodes generally have a limited transmission range and, so, each 

node seeks the assistance of its neighboring nodes in forwarding packets and hence the nodes in 

an Ad hoc network can act as both routers and hosts. Thus a node may forward packets between 

other nodes as well as run user applications. By nature these types of networks are suitable for 

situations where either no fixed infrastructure exists or deploying network is not possible. Ad 

hoc mobile networks have found many applications in various fields like military, emergency, 

conferencing and sensor networks. Each of these application areas has their specific 

requirements for routing protocols. Since the network nodes are mobile, an Ad hoc network will 

typically have a dynamic topology, which will have profound effects on network characteristics. 

Network nodes will often be battery powered, which limits the capacity of CPU, memory, and 

bandwidth. This will require network functions that are resource effective. Furthermore, the 

wireless (radio) media will also affect the behavior of the network due to fluctuating link 
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bandwidths resulting from relatively high error rates. These unique desirable features pose 

several new challenges in the design of wireless Ad hoc networking protocols. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Network functions such as routing, address allocation, authentication and authorization must be 

designed to cope with a dynamic and volatile On-Demand Routing In Multi-Hop Wireless 

Mobile Ad hoc Networks Overview of Mobile Ad hoc Networks 21 network topology. In order 

to establish routes between nodes, which are farther than a single hop, specially configured 

routing protocols are engaged. The unique feature of these protocols is their ability to trace 

routes in spite of a dynamic topology. In the simplest scenarios, nodes may be able to 

communicate directly with each other, for example, when they are within wireless transmission 

range of each other. However, Ad hoc networks must also support communication between 

nodes that are only indirectly connected by a series of wireless hops through other nodes. For 

example, to establish communication between nodes A and C the network must enlist the aid of 

node B to relay packets between them. The circles indicate the nominal range of each node’s 

radio transceiver. Nodes A and C are not in direct transmission range of each other, since A’s 

circle does not cover C. A Mobil Ad hoc network of three nodes, where nodes A and C must 

discover the route through B in order to communicate. In general, an Ad hoc network is a 

network in which every node is potentially a router and every node is potentially mobile. The 

presence of wireless communication and mobility make an Ad hoc network unlike a traditional 

wired network and requires that the routing protocols used in an Ad hoc network be based on 

new and different principles. Routing protocols for traditional wired networks are designed to 

support tremendous numbers of nodes, but they assume that the relative position of the nodes 

will generally remain unchanged. 

STUDENTSFOCUS.COM



 
 
 
 
Sri Vidya College of Engineering & Technology, Virudhunagar                             Course Material (Lecture Notes) 
 

IT6601 Mobile Computing                                                        Unit IV  Page 3 
 

Characteristics of MANET 
 
In MANET, each node act as both host and router. That is it is autonomous in behavior. 

Multi-hop radio relaying- When a source node and destination node for a message is out of 

the radio range, the MANETs are capable of multi-hop routing. 

Distributed nature of operation for security, routing and host configuration. A centralized 

firewall is absent here. 

The nodes can join or leave the network anytime, making the network topology dynamic in 

nature. 

Mobile nodes are characterized with less memory, power and light weight features.  
The reliability, efficiency, stability and capacity of wireless links are often inferior when 

compared with wired links. This shows the fluctuating link bandwidth of wireless links. 

Mobile and spontaneous behavior which demands minimum human intervention to configure 

the network. 

All nodes have identical features with similar responsibilities and capabilities and hence it 

forms a completely symmetric environment. 

High user density and large level of user 

mobility. Nodal connectivity is intermittent. 

 
 

MANETs Applications 

 

1)Military battlefield: Ad-Hoc networking would allow the military to take advantage of 

commonplace network technology to maintain an information network between the soldiers, 

vehicles, and military information head quarter. 
 
  Collaborative work: For some business environments, the need for collaborative computing 

might be more important outside office environments than inside and where people do need to 

have outside meetings to cooperate and exchange information on a given project. 
 
  Local level: Ad-Hoc networks can autonomously link an instant and temporary multimedia 

network using notebook computers to spread and share information among participants at a e.g. 

conference or classroom. Another appropriate local level application might be in home networks 

where devices can communicate directly to exchange information. 
 
  Personal area network and bluetooth : A personal area network is a short range, localized 

network where nodes are usually associated with a given person. Short-range MANET such as 

Bluetooth can simplify the inter communication between various mobile devices such as a 

laptop, and a mobile phone. 
 
  Commercial Sector: Ad hoc can be used in emergency/rescue operations for disaster relief 

efforts, e.g. in fire, flood, or earthquake. Emergency rescue operations must take place where 

non-existing or damaged communications infrastructure and rapid deployment of a 

communication network is needed. 
 
Tactical Networks  
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• Military communication and operations  
• Automated battlefields 
 
Emergency services  
• Search and rescue operations  
• Disaster recovery  
• Replacement of fixed infrastructure in case of environmental disasters  
• Policing and fire fighting  
• Supporting doctors and nurses in hospitals 
 
Commercial and civilian  
• E-commerce: electronic payments anytime and anywhere environments 

• Business: dynamic database access, mobile offices  
• Vehicular services: road or accident guidance, transmission of road and weather 

conditions, taxi cab network, inter-vehicle networks 

• Sports stadiums, trade fairs, shopping malls  
• Networks of visitors at airports 

Home and enterprise  
• Home/office wireless networking networking 

• Conferences, meeting rooms  
• Personal area networks (PAN), Personal networks (PN)  
• Networks at construction sites Education  
• Universities and campus settings  
• Virtual classrooms  
• Ad hoc communications during meetings or lectures 
 

Entertainment  
• Multi-user games  
• Wireless P2P networking  
• Outdoor Internet access  
• Robotic pets  
• Theme parks 
 

Sensor networks  
• Home applications: smart sensors and actuators embedded in consumer electronics 

• Body area networks (BAN)  
• Data tracking of environmental conditions, animal movements, chemical/biological detection 
 

Context aware services  
• Follow-on services: call-forwarding, mobile workspace  
• Information services: location specific services, time dependent services  
• Infotainment: touristic information 
 

Coverage extension  
• Extending cellular network access 

• Linking up with the Internet, intranets, etc. 
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Design Issues in MANET 
 

1) Limited bandwidth: Wireless link continue to have significantly lower capacity than 

infrastructure networks. In addition, the realized throughput of wireless communication after 

accounting for the effect of multiple access, fading, noise, and interference conditions, etc., is 

often much less than a radio’s maximum transmission rate. 
 
2) Dynamic topology: Dynamic topology membership may disturb the trust relationship among 

nodes. The trust may also be disturbed if some nodes are detected as compromised. 
 
3) Routing Overhead: In wireless adhoc networks, nodes often change their location within 

network. So, some stale routes are generated in the routing table which leads to unnecessary 

routing overhead. 

4) Hidden terminal problem: The hidden terminal problem refers to the collision of packets at a 

receiving node due to the simultaneous transmission of those nodes that are not within the direct 

transmission range of the sender, but are within the transmission range of the receiver. 
 
5) Packet losses due to transmission errors: Ad hoc wireless networks experiences a much 

higher packet loss due to factors such as increased collisions due to the presence of hidden 

terminals, presence of interference, uni-directional links, frequent path breaks due to mobility of 

nodes. 
 
6) Mobility-induced route changes: The network topology in an ad hoc wireless network is 

highly dynamic due to the movement of nodes; hence an on-going session suffers frequent path 

breaks. This situation often leads to frequent route changes. 
 
7) Battery constraints: Devices used in these networks have restrictions on the power source in 

order to maintain portability, size and weight of the device. 8) Security threats: The wireless 

mobile ad hoc nature of MANETs brings new security challenges to the network design. As the 

wireless medium is vulnerable to eavesdropping and ad hoc network functionality is established 

through node cooperation, mobile ad hoc networks are intrinsically exposed to numerous 

security attacks. 

 

Routing in MANET 
 
 

 

Routing is the process of information exchange from one host to the other host in a network.”[4].  
Routing is the mechanism of forwarding packet towards its destination using most efficient path.  
Efficiency of the path is measured in various metrics like, Number of hops, traffic, security, etc.  
In Ad-hoc network each host node acts as specialized router itself 
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Different Strategies 
 
Routing protocol for ad-hoc network can be categorized in three strategies. 
 
  Flat Vs Hierarchical architecture. 
 
  Pro- active Vs Re- active routing protocol. 
 
  Hybrid protocols. 
 
 

 

Flat Vs. Hierarchical architecture 
 
Hierarchical network architecture topology consists of multiple layers where top layers are more 

seen as master of their lower layer nodes. There are cluster of nodes and one gateway node 

among all clusters has a duty to communicate with the gateway node in other cluster. In this 

schema there is a clear distribution of task. Burden of storage of network topology is on gateway 

nodes, where communicating different control message is dependent on cluster nodes. 
 
But this architecture breaks down when there is single node failure (Gateway node). Gateway 

nodes become very critical for successful operation of network. Examples include Zone-based 

Hierarchical Link State (ZHLS) routing protocol [6]. Where in flat architecture there is no 

layering of responsibility. Each and every node does follow the same routing algorithm as any 

other node in the network. 
 
Proactive Vs Reactive routing protocol in MANET 
 
Proactive routing protocol 
 
In proactive routing scheme every node continuously maintains complete routing information of 

the network. This is achieved by flooding network periodically with network status information 

to find out any possible change in network topology. 
 
Current routing protocol like Link State Routing (LSR) protocol (open shortest path first) and the 

Distance Vector Routing Protocol (Bellman-Ford algorithm) are not suitable to be used in mobile 

environment. 

Destination Sequenced Distance Vector Routing protocol (DSDV) and Wireless routing 

protocols were proposed to eliminate counting to infinity and looping problems of the distributed 

Bellman-Ford Algorithm. 
 

Examples of Proactive Routing Protocols are 
 

• Global State Routing (GSR). 
 
• Hierarchical State Routing (HSR). 
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• Destination Sequenced Distance Vector Routing (DSDV). 
 

Reactive routing protocol 
 

Every node in this routing protocol maintains information of only active paths to the destination 

nodes. A route search is needed for every new destination therefore the communication overhead 

is reduced at the expense of delay to search the route. Rapidly changing wireless network 

topology may break active route and cause subsequent route search. 
 

Examples of reactive protocols are: 
 

• Ad hoc On-demand Distance Vector Routing (AODV). 
 
• Dynamic Source Routing (DSR). 
 
• Location Aided Routing (LAR). 
 
• Temporally Ordered Routing Algorithm (TORA). 
 
 

 

Hybrid routing protocols in MANET 
 

There exist a number of routing protocols of globally reactive and locally proactive states. 

Hybrid routing algorithm is ideal for Zone Based Routing Protocol (ZRP) 

 

Essential of Routing Protocols 
 
The following is a list of quantitative metrics that can be used to assess the performance of any 

routing protocol. 

 
 
 

  End-to-end data throughput and delay: Statistical measures of data routing performance 

(e.g., means, variances, distributions) are important. These are the measures of a routing 

policy'seffectiveness--how well it does its job--as measured from the external perspective of 

other policies that make use of routing. 
 
 
 

  Route Acquisition Time: A particular form of *external* end- to-end delay measurement-- 

of particular concern with "on demand" routing algorithms--is the time required to establish 

route(s) when requested. 
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  Percentage Out-of-Order Delivery: An external measure of connectionless routing 

performance of particular interest to transport layer protocols such as TCP which prefer in-

order delivery. 

 
 
 

  Efficiency: If data routing effectiveness is the external measure of a policy's performance, 

efficiency is the *internal* measure of its effectiveness. To achieve a given level of data 

routing performance, two different policies can expend differing amounts of overhead, 

depending on their internal efficiency. 
 

Protocol efficiency may or may not directly affect data routing performance. If control and 

data traffic must share the same channel, and the channel's capacity is limited, then 

excessivecontrol traffic often impacts data routing performance. 
 

It is useful to track several ratios that illuminate the *internal* efficiency of a protocol in 

doing its job (there may be others that the authors have not considered): 
 

• Average number of data bits transmitted/data bit delivered--this can be thought of as a 

measure of the bit efficiency of delivering data within the network. Indirectly, it also give the 

average hop count taken by data packets. 

• Average number of control bits transmitted/data bit delivered--this measures the bit 

efficiency of the protocol in expending control overhead to delivery data. Note that this 

should include not only the bits in the routing control packets, but also the bits in the header 

of the data packets. In other words, anything that is not data is control overhead, and should 

be counted in the control portion of the algorithm. 
 

 

An improved mobile routing capability at the IP layer can provide a benefit similar to the 

intention of the original Internet, viz. "an interoperable internetworking capability over a 

heterogeneous networking infrastructure". In this case, the infrastructure is wireless, rather 

than hardwired, consisting of multiple wireless technologies, channel access protocols, etc. 

Improved IP routing and related networking services provide the glue to preserve the integrity of 

the mobile internetwork segment in this more dynamic environment. 
 

In other words, a real benefit to using IP-level routing in a MANET is to provide network-level 

consistency for multihop networks composed of nodes using a *mixture* of physical-layer 

media; i.e. a mixture of what are commonly thought of as subnet technologies. A MANET node 

principally consists of a router, which may be physically attached to multiple IP hosts (or 
IP-addressable devices), which has potentially *multiple* wireless interfaces--each interface 
using a *different* wireless technology. Thus, a MANET node with interfaces using 

technologies A and B can communicate with any other MANET node possessing an interface 

with technology A or B. The multihop  connectivity of technology A forms a physical-layer 

multihop topology, the multihop connectivity of technology B forms *another* physical-layer 
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topology (which may differ from that of A's topology), and the *union* of these topologies 
forms another topology (in graph theoretic terms--a multigraph), termed the "IP routing fabric", 

of the MANET. MANET nodes making routing decisions using the IP fabric can 
intercommunicate using either or both physical-layer topologies simultaneously.  As new 

physical-layer technologies are developed, new device drivers can be written and another 
physical-layer multihop topology can be seamlessly added to the IP fabric. Likewise, older 

technologies can easily be dropped. Such is the functionality and architectural flexibility that 

IP-layer routing can support, which brings with it hardware economies of scale.   
 

 

Distance Vector Protocols 
 

By using the distance vector protocols, each router over the internetwork send the neighboring 

routers, the information about destination that it knows how to reach. Moreover to say the routers 

sends two pieces of information first, the router tells, how far it thinks the destination is and 

secondly, it tells in what direction (vector) to use to get to the destination. When the router 

receives the information from the others, it could then develop a table of destination addresses, 

distances and associated neighboring routers, and from this table then select the shortest route to 

the destination. Using a distance vector protocol, the router simply forwards the packet to the 

neighboring host (or destination) with the available shortest path in the routing table and 

assumesthat the receiving router will know how to forward the packet beyond that point [9]. The 

best example for this is the routing information protocol (RIP). 
 

Link-State Protocols 
 

In link state protocols, a router doesn’t provide the information about the destination instead it 

provides the information about the topology of the network. This usually consist of the network 

segments and links that are attached to that particular router along with the state of the link i.e., 

whether the link is in active state or the inactive state. This information is flooded throughout the 

network and then every router in the network then builds its own picture of the current state of all 

the links in the network. 

 

Dynamic Source Routing 
 
Dynamic Source Routing (DSR) is a reactive protocol based on the source route approach [9]. In 

Dynamic Source Routing (DSR), shown in Figure.2, the protocol is based on the link state 

algorithm in which source initiates route discovery on demand basis. The sender determines the 

route from source to destination and it includes the address of intermediate nodes to the route 

record in the packet. DSR was designed for multi hop networks for small Diameters. It is a 

beaconless protocol in which no HELLO messages are exchanged between nodes to notify them 

of their neighbours in the network. 
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In DSR the route paths are discovered after source sends a packet to a destination node in the ad-

hoc network. The source node initially does not have a path to the destination when the first 

packet is sent. The DSR has two functions first is route discovery and the second is route 

maintenance 
 
 
 
Different DSR Algorithms 
 
  Route discovery. 
 
  Route maintenance. 
 
Assumptions: 
 
• X , Y, Z , V and W form ad-hoc network. 
 
• X is the source node. 
 
• Z is the destination node. 
 
Route Discovery is the mechanism by which a node S wishing to send a packet to a destination 

node Dobtains a source route to D. Route Discovery is used only when S attempts to send a 

packet to D and does not already know a route to D. 
 
Route Maintenance is the mechanism by which node S is able to detect, while using a source 

routeto D, if the network topology has changed such that it can no longer use its route to D 

because a link along the route no longer works. When Route Maintenance indicates a source 

route is broken, S can attempt to use any other route it happens to know to D, or can invoke 

Route Discovery again to find a new route. Route Maintenance is used only when S is actually 

sending packets to D. 

Destination Sequenced Distance Vector (DSDV) Protocol 
 

The destination sequenced distance vector routing protocol is a proactive routing protocol which 

is a modification of conventional Bellman-Ford routing algorithm. This protocol adds a new 

attribute, sequence number, to each route table entry at each node. Routing table is maintained at 

each node and with this table, node transmits the packets to other nodes in the network. This 

protocol was motivated for the use of data exchange along changing and arbitrary paths of 

interconnection which may not be close to any base station. 6.1 Protocol Overview and activities 

Each node in the network maintains routing table for the transmission of the packets and also for 

the connectivity to different stations in the network. These stations list for all the available 

destinations, and the number of hops required to reach each destination in the routing table. 
 

STUDENTSFOCUS.COM



 
 
 
 
Sri Vidya College of Engineering & Technology, Virudhunagar                             Course Material (Lecture Notes) 
 

IT6601 Mobile Computing                                                        Unit IV  Page 11 
 

The routing entry is tagged with a sequence number which is originated by the destination 

station. In order to maintain the consistency, each station transmits and updates its routing table 

periodically. The packets being broadcasted between stations indicate which stations are 

accessible and how many hops are required to reach that particular station. The packets may be 

transmitted containing the layer 2 or layer 3 address. Routing information is advertised by 

broadcasting or multicasting the packets which are transmitted periodically as when the nodes 

move within the network. 
 

The DSDV protocol requires that each mobile station in the network must constantly, advertise 

to each of its neighbors, its own routing table. Since, the entries in the table my change very 

quickly, the advertisement should be made frequently to ensure that every node can locate its 

neighbors in the network. This agreement is placed, to ensure the shortest number of hops for a 

route to a destination; in this way the node can exchange its data even if there is no direct 

communication link. The data broadcast by each node will contain its new sequence number and 

the following information for each new route: 
 

Destination Sequenced Distance Vector (DSDV) Protocol – The destination address – The 

number of hops required to reach the destination and – The new sequence number, originally 

stamped by the destination The transmitted routing tables will also contain the hardware address, 

network address of the mobile host transmitting them. The routing tables will contain the 

sequence number created by the transmitter and hence the most new destination sequence 

number is preferred as the basis for making forwarding decisions. 
 

This new sequence number is also updated to all the hosts in the network which may decide on 

how to maintain the routing entry for that originating mobile host. After receiving the route 

information, receiving node increments the metric and transmits information by broadcasting. 

Incrementing metric is done before transmission because, incoming packet will have to travel 

one more hop to reach its destination. Time between broadcasting the routing information 

packets is the other important factor to be considered. When the new information is received by 

the mobile host it will be retransmitted soon effecting the most rapid possible dissemination 

ofrouting information among all the cooperating mobile hosts. The mobile host cause broken 

links as they move form place to place within the network. The broken link may be detected by 

the layer2 protocol, which may be described as infinity. When the route is broken in a network, 

then immediately that metric is assigned an infinity metric there by determining that there is no 

hop and the sequence number is updated. 
 

Sequence numbers originating from the mobile hosts are defined to be even number and the 

sequence numbers generated to indicate infinity metrics are odd numbers. The broadcasting of 

the information in the DSDV protocol is of two types namely: full dump and incremental dump. 

Full dump broadcasting will carry all the routing information while the incremental dump will 

carry only information that has changed since last full dump. Irrespective of the two types, 

broadcasting is done in network protocol data units (NPDU). Full dump requires multiple 
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NPDU’s while incremental requires only one NPDU to fit in all the information. When an 

information packet is received from another node, it compares the sequence number with the 

available sequence number for that entry. 
 

If the sequence number is larger, then it will update the routing information with the new 

sequence number else if the information arrives with the same sequence number it looks for the 

metric entry and if the number of hops is less than the previous entry the new information is 

updated (if information is same or metric is more then it will discard the information). While the 

nodes information is being updated the metric is increased by 1 and the sequence number is also 

increased by 2. Similarly, if a new node enters the network, it will announce itself in the network 

and the nodes in the network update their routing information with a new entry for the new node. 

During broadcasting, the mobile hosts will transmit their routing tables periodically but due to 

the frequent movements by the hosts in the networks, this will lead to continuous burst of new 

routes transmessions upon every new sequence number from that destination. The solution for 

this is to delay the advertisement of such routes until it shows up a better metric. 
 

Advantages of DSDV 
 

– DSDV protocol guarantees loop free paths 
 

– Count to infinity problem is reduced in DSDV 
 

– We can avoid extra traffic with incremental updates instead of full dump updates. 
 

– Path Selection: DSDV maintains only the best path instead of maintaining multiple paths 

to every destination. With this, the amount of space in routing table is reduced. 
 

Limitations of DSDV 
 

– Wastage of bandwidth due to unnecessary advertising of routing information even if there is 

no change in the network topology 

– DSDV doesn’t support Multi path Routing. 
 

– It is difficult to determine a time delay for the advertisement of routes 
 

– It is difficult to maintain the routing table’s advertisement for larger network. Each and 

every host in the network should maintain a routing table for advertising. But for larger 

network this would lead to overhead, which consumes more bandwidth. 
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Ad Hoc On-Demand Distance Vector Routing (AODV) 
 
AODV is basically an improvement of DSDV. But, AODV is a reactive routing protocol instead of 

proactive. Itminimizes the number of broadcasts by creating routes based on demand, which is not the  
case for DSDV. When any source node wants to send a packet to a destination, it broadcasts a route 

request (RREQ) packet. The neighboring nodes in turn broadcast the packet to their neighbors and the 

process continues until the packet reaches the destination. During the process o f forwarding the route  
request, intermediate nodes record the address of the neighbor from which the first copy of the broadcast 

packet is received. This record is stored in their route tables, which helps for establishing a reverse path. 

If additional copies of the same RREQ are later received, these packets are discarded. The reply is sent 

using the reverse path. For route maintenance, when a source node moves, it can reinitiate a route 

discovery process. If any intermediate node moves within a particular route, the neighbor of the drifted 

node can detect the link failure and sends a link failure notification to its upstream neighbor. This process 

continues until the failure notification reaches the source node. Based on the received information, the 

source might decide to re-initiate the route discovery phase. 
 
The concepts of AODV that make it desirable for MANETs with limited bandwidth include the 

following: – Minimal space complexity: The algorithm makes sure that the nodes that are not in the active 

path do not maintain information about this route. After a node receives the RREQ and sets a reverse path 

in its routing table and propagates the RREQ to its neighbors, if it does not receive any RREP from its 

neighbors for this request, it deletes the routing info that it has recorded. 
 
– Maximum utilization of the bandwidth: This can be considered the major achievement of the algorithm. 

As the protocol does not require periodic global advertisements, the demand on the available bandwidth is 

less. And a monotonically increased sequence number counter is maintained by each node in order to 

supersede any stale cached routes. All the intermediate nodes in an active path updating their routing 

tables also make sure of maximum utilization of the bandwidth. Since, these routing tables will be used 

repeatedly if that intermediate node receives any RREQ from another source for same destination. Also, 

any RREPs that are received by the nodes are compared with the RREP that was propagated last using the 

destination sequence numbers and are discarded if they are not better than the already propagated RREPs. 

– Simple: 
 
It is simple with each node behaving as a router, maintaining a simple routing table, and the source node 

initiating path discovery request, making the network self-starting. 
 
– Most effective routing info: After propagating an RREP, if a node finds receives an RREP with smaller 

hop-count, it updates its routing info with this better path and propagates it. 
 
– Most current routing info: The route info is obtained on demand. Also, after propagating an RREP, if a 

node finds receives an RREP with greater destination sequence number, it updates its routing info with 

this latest path and propagates it. 
 
– Loop-free routes: The algorithm maintains loop free routes by using the simple logic of nodes 

discarding non better packets for same broadcast-id. 
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– Coping up with dynamic topology and broken links: When the nodes in the network move from their 

places and the topology is changed or the links in the active path are broken, the intermediate node that 

discovers this link breakage propagates an RERR packet. And the source node re-initializes the path 

discovery if it still desires the route. This ensures quick response to broken links. 
 

– Highly Scalable: The algorithm is highly scalable because of the minimum space complexity and 

broadcasts avoided when it compared with DSDV. 
 
The concepts of AODV that make it desirable for MANETs with limited bandwidth include the 

following: – Minimal space complexity: The algorithm makes sure that the nodes that are not in the active 

path do not maintain information about this route. After a node receives the RREQ and sets a reverse path 

in its routing table and propagates the RREQ to its neighbors, if it does not receive any RREP from its 

neighbors for this request, it deletes the routing info that it has recorded. 
 

Advanced uses of AODV 
 

– Because of its reactive nature, AODV can handle highly dynamic behavior of Vehicle Ad-hoc networks  
– Used for both unicasts and multicasts using the ’J’ (Join multicast group) flag in the packets 
 

Limitations/Disadvantages of AODV 
 

– Requirement on broadcast medium: The algorithm expects/requires that the nodes in the broadcast 

medium can detect each others’ broadcasts. 
 
– Because of its reactive nature, AODV can handle highly dynamic behavior of Vehicle Ad-hoc networks  
– Used for both unicasts and multicasts using the ’J’ (Join multicast group) flag in the packe 
 

The algorithm expects/requires that the nodes in the broadcast medium can detect each others’ broadcasts. 
 
 

 

Multicast Routing Protocol 
 

TREE-BASED MULTICASTING 
 

A tree-based multicast routing protocol establishes and maintains a shared multicast routing tree to 

deliver data from a source to receivers of a multicast group. A well-known example of treebased 

multicast routing protocols are the Multicast Ad hoc Ondemand Distance Vector routing protocol 

(MAODV). 
 

Multicast Ad-hoc On-Demand Distance Vector Routing Protocol (MAODV). 
 

MAODV is a multicast extension for AODV protocol. MAODV based on shared trees on-demand to 

connect multicast group members. MAODV has capability of unicast, broadcast, and multicast. MAODV 

protocol can be route information obtained when searching for multicast; it can also increase unicast 

routing knowledge and vice-versa. When a node wishes to join a multicast group or it has data to send to 

the group but does not has a route to that group, it originates a route request (RREQ) message. Only the 

members of the multicast group respond to the join RREQ. If an intermediate node receives a join RREQ 
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for a multicast group of which it is not a member or it receives a route RREQ and it does not have a route 

to that group, it rebroadcast the RREQ to its neighbors. But if the RREQ is not a join request any node of 

the multicast group may respond. 

 
 

 

MESH-BASED MUTICASTING 
 

A mesh-based multicast routing protocol sustains a mesh consisting of a connected component of 

the network containing all the receivers of a group. Example of mesh-based multicast routing 

approaches is On-Demand Multicast Routing Protocol (ODMRP). 
 

On-Demand Multicast Routing Protocol (ODMRP) 
 

ODMRP is an on-demand mesh based, besides it is a multicast routing protocol, ODMRP 

protocol can make use of unicast technique to send multicast data packet form the sender nodes 

toward the receivers in the multicasting group. To carry multicast data via scoped flooding it 

uses forwarding group concept. The source, in ODMRP, establishes and maintains group 

membership. If source wishes to send packet to a multicast group but has no route to that group, 

it simply broadcasts JOIN_DATA control packet to the entire network. When an intermediate 

node receives the JOIN_DATA packet it stores source address and sequence number in its cache 

to detect duplicate. It performs necessary routing table updates for reverse path back to the 

source. 
 

Zone Routing Protocol (ZRP) 
 

ZRP is suitable for wide variety of MANETs, especially for the networks with large span and 

diverse mobility patterns. In this protocol, each node proactively maintains routes within a local 

region, which is termed as routing zone. Route creation is done using a query-reply mechanism. 

For creating different zones in the network, a node first has to know who its neighbors are. A 

neighbor is defined as a node with whom direct communication can be established, and that is, 

within one hop transmission range of a node. Neighbor discovery information is used as a basis 

for Intra-zone Routing Protocol (IARP), which is described in detail in. Rather than blind 

broadcasting, ZRP uses a query control mechanism to reduce route query traffic by directing 

query messages outward from the query source and away from covered routing zones. A covered 

node is a node which belongs to the routing zone of a node that has received a route query. 

During the forwarding of the query packet, a node identifies whether it is coming from its 

neighbor or not. If yes, then it marks all of its known neighboring nodes in its same zone as 

covered. The query is thus relayed till it reaches the destination. The destination in turn sends 

back a reply message via the reverse path and creates the route. 
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Vehicular Ad Hoc Networks 
 
 
 
Vehicular Ad Hoc Networks (VANETs) are created by applying the principles of mobile ad hoc 

networks (MANETs) - the spontaneous creation of a wireless network for data exchange - to the 

domain of vehicles. They are a key component of intelligent transportation systems (ITS). 
 
While, in the early 2000s, VANETs were seen as a mere one-to-one application of MANET 

principles, they have since then developed into a field of research in their own right. By 2015, 

the term VANET became mostly synonymous with the more generic term inter-vehicle 

communication (IVC), although the focus remains on the aspect of spontaneous networking, 

much less on the use of infrastructure like Road Side Units (RSUs) or cellular networks. 

 

 

Vehicular Ad Hoc Networks (VANETs) have grown out of the need to support the growing 

number of wireless products that can now be used in vehicles. These products include remote 

keyless entry devices, personal digital assistants (PDAs), laptops and mobile telephones. As 

mobile wireless devices and networks become increasingly important, the demand for Vehicle-

to-Vehicle (V2V) and Vehicle- S. Zeadally et al. to-Roadside (VRC) or Vehicle-to-Infrastructure 

(V2I) Communication will continue to grow. VANETs can be utilized for a broad range of safety 

and non-safety applications, allow for value added services such as vehicle safety, automated toll 

payment, traffic management, enhanced navigation, location-based services such as finding the 

closest fuel station, restaurant or travel lodge and infotainment applications such as providing 

access to the Internet. 

 

 

Intelligent transportation systems (ITSs) In intelligent transportation systems, each vehicle 

takes on the role of sender, receiver, and router to broadcast information to the vehicular network 

or transportation agency, which then uses the information to ensure safe, free-flow of traffic. For 

communication to occur between vehicles and RoadSide Units (RSUs), vehicles must be 

equipped with some sort of radio interface or OnBoard Unit (OBU) that enables short-range 

wireless ad hoc networks to be formed. Vehicles must also be fitted with hardware that permits 

detailed position information such as Global Positioning System (GPS) or a Differential Global 

Positioning System (DGPS) receiver. Fixed RSUs, which are connected to the backbone 

network, must be in place to facilitate communication. 

 

 

Inter-vehicle communication The inter-vehicle communication configuration uses multi-hop 

multicast/broadcast to transmit traffic related information over multiple hops to a group of 
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receivers. In intelligent transportation systems, vehicles need only be concerned with activity on the 

road ahead and not behind (an example of this would be for emergency message dissemination about 

an imminent collision or dynamic route scheduling). There are two types of message forwarding in 

inter-vehicle communications: naïve broadcasting and intelligent broadcasting. In naïve 

broadcasting, vehicles send broadcast messages periodically and at regular intervals. Upon receipt of 

the message, the vehicle ignores the message if it has come from a vehicle behind it. If the message 

comes from a vehicle in front, the receiving vehicle sends its own broadcast message to vehicles 

behind it. 

 

 

Vehicle-to-roadside communication The vehicle-to-roadside communication configuration (Fig. 2) 

represents a single hop broadcast where the roadside unit sends a broadcast message to all equipped 

vehicles in the vicinity. Vehicle-to-roadside communication configuration provides a high 

bandwidth link between vehicles and roadside units. The roadside units may be placed every 

kilometer or less, enabling high data rates to be maintained in heavy traf- fic. For instance, when 

broadcasting dynamic speed limits, the roadside unit will determine the appropriate speed limit 

according to its internal timetable and traffic conditions. The roadside unit will periodically 

broadcast a message containing the speed limit and will compare any geographic or directional limits 

with vehicle data to determine if a speed limit warning applies to any of the vehicles in the vicinity. 

 

 

Routing-based communication The routing-based communication configuration is a multi-hop 

unicast where a message is propagated in a multi Routing-based communication hop fashion until 

the vehicle carrying the desired data is reached. When the query is received by a vehicle owning the 

desired piece of information, the application at that vehicle immediately sends a unicast message 

containing the information to the vehicle it received the request from, which is then charged with the 

task of forwarding it towards the query source. 

 

MANET vs VANET 
 

Mobile Ad Hoc Network and Vehicular AdHoc Networks are emerging area for research and 

evelopment. VANETs are subclass of MANETs. But unlike MANETs it does not have battery 

constraints and have high mobility. Unicast and Multicast protocols in MANETs and VANETs 

use broadcasting to provide important control and route establishment. Possible applications of 

VANETs relying on broadcast for sharing safety, weather, and road information among vehicles. 
 
 
 

Mobile nodes temporary form a network for information sharing and require no need of routers 

and base stations is called Mobile Ad Hoc Network (MANET). They communicate with each 
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other over multihop wireless links. MANETs have different features like dynamic topologies, 

limited security, bandwidth and energy constrains. 
 

Vehicular Ad-Hoc Networks (VANETs) are special case of MANETs. Self Organized and 

distributed network, where fast moving vehicles have fixed movement along some path. VANETs 

have salient features (high speed, no battery constraints, limited movement, reliability and security 

problems) that discriminate it from other adhoc network. In wireless network, broadcasting is 

frequently used operation as compared to wired network. They are a lot issues and problems in 

wireless adhoc network because of node mobility and scattered resources. VANETs are promising 

network for intelligent systems having short communication range between the vehicles. Mostly 

in Vehicular adhoc network (VANETs), vehicles are interested in the same kind of information 

for example information about any accident, road block, parking, and fuel station or weather 

situation of particular route. So the broadcast is frequently used in vehicular adhoc network for 

information sharing. 
 
 

 

Uses of MANET USES of VANET 

• For military and rescue use. Comfort Applications: It improves the traffic 
• Information distribution (meetings, seminars efficiency  and  passenger  comfort.  Traffic 

etc.) information system, gas station and weather 

•  Internet  /  intranet  hot  spots  (public information   are   example   of   comfort 

transportation) application. 

• Localized advertising and shopping Safety Applications: Sharing emergency and 

• New mobile devices are invented constantly safety data among vehicles improves the safety 

and used various ways. of   passengers.   Safety   application   are 

 Emergency warning system, road condition 

 and traffic sign violation waning. 
 

 

BROADCAST APPROACHES IN MANETS 
 

Different unicast and multicast protocols like Dynamic Source Routing [9], Zone Routing Protocol , 

Ad Hoc On Demand Distance Vector , and Location Aided Routing use broadcasting to establish 

and maintain the route in MANETs. Brad Williams in presents the comparative study of broadcast 

approaches in MANETS using NS2 simulator. Impact of simple flooding, probability method, Area 

method and Neighbor knowledge method are analyzed with different network parameter like 

increasing network load, node mobility and traffic rate. 
 
 

 

BROADCAST APPROACHES IN VANETS 
 

In VANETs, broadcast is a most commonly used technique. Sharing safety, weather, and road 

information among vehicles depends on broadcast. Broadcast plays important role in VANETS, as it 
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is used to establish and maintain the route for unicast and multicast protocols. Different broadcast 

schemes are designed for VANETs scenarios. Urban MultiHop Broadcast is based upon IEEE 

802.11 protocol. It solves the Broadcast storm, Hidden node problem without sharing information 

among the neighbor nodes. Mobility Centric Data Dissemination Algorithm for Vehicular Networks 

is a mobility centric scheme that merge three techniques, Geographical, Opportunistic and Trajectory 

based forwarding. Multi-Hop Vehicular Broadcast disseminates the information to other vehicles & 

store it in the local database for safety use. It has two main features. i:e Congestion Detection and 

Backfire algorithm. 

 

Security in MANETS 
 
Mobile ad hoc networks have far more vulnerabilities than the traditional wired networks, 

security is much more difficult to maintain in the mobile ad hoc network than in the wired 

network. In this section, we discuss the various vulnerabilities that exist in the mobile ad hoc 

networks. 
 
Lack of Secure Boundaries: 
 
The meaning of this vulnerability is self-evident: there is not such a clear secure boundary in the 

mobile ad hoc network, which can be compared with the clear line of defense in the traditional wired 

network. This vulnerability originates from the nature of the mobile ad hoc network: freedom to join, 

leave and move inside the network. 
 
Lack of Centralized Management Facility 
 
Ad hoc networks do not have a centralized piece of management machinery such as a name server, 

which lead to some vulnerable problems. Now let us discuss this problem in a more detailed manner. 
 
Restricted Power Supply 
 
As we all know, due to the mobility of nodes in the ad hoc network, it is common that the 5 nodes in 

the ad hoc network will reply on battery as their power supply method. While nodes in the wired 

network do not need to consider the power supply problem because they can get electric power 

supply from the outlets, which generally mean that their power supply should be approximately 

infinite; the nodes in the mobile ad hoc network need to consider the restricted battery power, which 

will cause several problems. 
 
Scalability 
 
Finally, we need to address the scalability problem when we discuss the vulnerabilities in the mobile 

ad hoc network. Unlike the traditional wired network in that its scale is generally predefined when it 

is designed and will not change much during the use, the scale of the ad hoc network keeps changing 

all the time: because of the mobility of the nodes in the mobile ad hoc network, you can hardly 

predict how many nodes there will be in the network in the future. 
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Security Criteria 
 
Availability The term Availability means that a node should maintain its ability to provide all the 

designed services regardless of the security state of it. This security criterion is challenged mainly 

during the denial-of-service attacks, in which all the nodes in the network can be the attack target 

and thus some selfish nodes make some of the network services unavailable, such as the routing 

protocol or the key management service. 

 

Integrity: Integrity guarantees the identity of the messages when they are transmitted. Integrity can 

be compromised mainly in two ways 
 

Malicious altering 

Accidental altering 
 

A message can be removed, replayed or revised by an adversary with malicious goal, which is 

regarded as malicious altering; on the contrary, if the message is lost or its content is changed due to 

some benign failures, which may be transmission errors in communication or hardware errors such 

as hard disk failure, then it is categorized as accidental altering. 
 

Confidentiality: Confidentiality means that certain information is only accessible to those who have 

been authorized to access it. In other words, in order to maintain the confidentiality of some 

confidential information, we need to keep them secret from all entities that do not have the privilege 

to access them. 
 

Authenticity: Authenticity is essentially assurance that participants in communication are genuine 

and not impersonators. It is necessary for the communication participants to prove their identities as 

what they have claimed using some techniques so as to ensure the authenticity. If there is not such an 

authentication mechanism, the adversary could impersonate a benign node and thus get access to 

confidential resources, or even propagate some fake messages to disturb the normal network 

operations. 
 

Nonrepudiation: Nonrepudiation ensures that the sender and the receiver of a message cannot 

disavow that they have ever sent or received such a message. This is useful especially when we need 

to discriminate if a node with some abnormal behavior is compromised or not: if a node recognizes 

that the message it has received is erroneous, it can then use the incorrect message as an evidence to 

notify other nodes that the node sending out the improper message should have been compromised. 
 

Authorization: Authorization is a process in which an entity is issued a credential, which specifies 

the privileges and permissions it has and cannot be falsified, by the certificate authority. 

Authorization is generally used to assign different access rights to different level of users. For 

instance, we need to ensure that network management function is only accessible by the network 
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administrator. Therefore there should be an authorization process before the network administrator 

accesses the network management functions. 
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